Syncany

Secure open-source file sync

Contact the Syncany Team
via team@syncany.org
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What is Syncany?

Syncany is an open source Dropbox-like file sync and backup tool. It e

x.-\_

synchronizes files and folders between computers either manually or “ SN e
automatically. Users can define certain folders on their machine and ‘
keep them in sync with friends or colleagues.
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balloonguy.jpg bintan.jpg bromo.jpg california.jpg
522.9 KB 481.8 KB 230.5 KB 546.4 KB

el B A

So what makes Syncany awesome? What makes it different?

* Syncany is open-source software
* Use-your-own storage (FTP, S3, WebDAV, ...)

* Files are encrypted before upload (don’t trust anybody but N = il
yourself) N '
* Files are deduplicated locally (space savings on remote storage) | emmes

Files are intelligently versioned (restoring old versions is easy)

Manual version control-like sync Automatic Dropbox-like sync

/bin/bash
/bin/bash 80x24
pheckel@platop ~/Syncany $ sy status
? Germany.jpg
? The Netherlands.jpg
pheckel@platap ~-/Syncany § sy up
A Germany.jpg

Be100% '-i‘"

';{' 1 file(s) added 1 file(s} added

=
A The Netherlands.jpg & QX
sync up finished. ¥ New added X
Pil"*-l'ii"i"l-"ﬁplatap ~/Syncany $ sy down File 'Mew' was added to your Syncany folder 'Syncany’

A Canada.jpg
Sync down finished.
heckel@plato :

indows\system... |

11:59 PM
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How does it work?

High Level Architecture

Command Line

Mobile Client

Syncany

Web Client
Daemon

Desktop Client

Trustworthy

We trust our own systems. Local

N ——
machnines are secure!

Core Operations

Offsite Storage

SETP Amazon 53
ETP Samba/CIFS
WebDAV

Not trustworthy

We don't trust the cloud. All
providers are assumed to be evill

UpOperation ~ part of core library

Analyze » Index » Pack » Encrypt » Upload

DownOperation ~ part of core library

Analyze » Download » Decrypt » Unpack » Apply

X

Components

* Core library: Behavior logic (e.g. up/down operation),
persistence, plugin architecture

* Command line interface (CLI): $ sy <up|
down|..>

* Background daemon: REST/WS API for
GUI/Web/Mobile interface

* Plugins: Storage plugins & user interface plugins

CLI Daemon/GUI
When local changes
sy u
sy up occur & every 2min
$ sy down

When remote changes
occur & every 2 min
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Storage Plugins

> Use-your-own storage, or even better:

Storage plugins:
Amazon S3
47 Dropbox
** Flickr
e FTP
&= RAIDO
" Local (mounted drives; e.g. via FUSE)
B OpenStack Swift

use any storage!

Other plugins:
Graphical User Interface
Simple Web Interface (PoC, looking for dev)

X

9 SFTP
“# Samba / CIFS

PHP / REST (3" party, incubating)
v WebDAV

(Easy to develop your own
in about 200-300 lines of code)

Preferences
. General )
T Ph.lgII'IS
| | Plugin Local Ver. | Type | Remote Ver. | Status
%‘a’ Network T— S
:3':$1'f}f-'. Dropt 043-alpha
o8 Flickr 0.4.1-alpha User  0.4.1-alpha 0
B3 re 0.4.0-alpha User  0.4.0-alpha 0
Shaay « lobal (V]
. 0.4.0-alpha L
WebDAV settings .
URL 0.4.0-alpha ot
| https://dav.syncany.org/test/repol | 0.4.1-alpha fhd
Username N.4.1-alnha 4

| repol

Password (not displayed)

| < Previous | Next >

| Cancel |

| Install plugin Il Install from file ... |

Close
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Deduplication & Versioning
> Syncany: Fixed-size, client-side dedup. with additional multichunking

1. File chunking
Index all files and divide
them into unique chunks

13

42

33

18

Current implementation:

2. Create multichunks

Compare chunks to database

and combine new chunks to

3. Upload multichunks
Encrypt and upload multichunks
fo offsite storage using a storage

* Fixed-size chunking, 512 KB chunks Name

* 4 MB multichunks

Also implemented, but not active:
* Variable-size chunking with TTTD
algorithm, via Adler-32 fingerprinting

multichunks plugin
13
42 :
Multi- ) FTP, 53,
33 13 13 Chunk L
P 4 44
18 \ 33 33
Albums - + x Repo - + %
Fle Edit view Go Bookmarks Help File Edit View Go Bookmarks Help
- Name -
|= Canada.jpg [ databases
= Germanyjpg iz database-BAfgbwGPpABEDfTdWVIYZ-000...
= The Netherlands.jpg .| database-BAfqbwGPpABEdfTdVIyZ-000...
—_— 1| database-xUCeGfdDIbmyQvgSdzop-00...
w [l multichunks
e multichunk-117fBadb5cb1ad0023c6d...
L) multichunk-f8b794ccb796fdab97dedc...
=/ master
ii| syncany
[ 3items. Free space.. == ey [B] 4 items, Frea space... == ——
Local Syncany Folder Offsite Repository

Syncany's local files are not encrypted,

but are encrypted before upload. and metadata in database files

Syncany stores file data in multichunks,
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Deduplication & Versioning

> Dedup. makes versioning easy, Syncany just keeps track of chunks

File 1a8a8dfeea4 ¢

¢ Presentation.ppt (version 1) NEW
¢ Presentation.ppt (version 2)
¢ Syncany.ppt (version 3)

L& Syncany.ppt (version 4) DELETED

File dfa818e192ad ¢

.« Products.ppt (version 1) NEW

~ Free copies (copies of files add 0 byte to the repo)
- Small file changes add minimal additional repo space

Chunks
Haa.. b2d.. fe1.. 81a.. 71a.. ff7..
5aa.. 88a.. f61.. 81a.. 71a.. ff7..
H5aa.. 88a.. fe1.. 81a.. 71a.. ff7..
Chunks
Haa.. b2d.. 9ae.. e78.. aal.. 79e..

Restoring old/deleted files is easy

X

+ 3.1 MB

+ 512 KB
+/- 0 Bytes

+/- 0 Bytes

+ 2.1 MB
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Conflict Resolution
> Using vectorclocks, this can be done client side

(Philipp 1/T=5)

,

(Philipp 1, Pim 1
/T =10)

(Philipp 2,

Pim 1 (Philipp 1, Pim 1,

/T = 20) Christian 1/T = 15)

Loser

Winner
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Cryptography Concept

> Assumptions and Algorithms

Security Assumptions

* Storage provider cannot be trusted with read access

* The local machine is secure

* Users sharing a repository trust each other completely
* Storage provider is trusted with providing availibility

Security Concepts
* Pre-upload encryption
* HTTPS-only daemon/server
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What Syncany can do for you
> And what you can do for Syncany
Research

* Chunking

* Abstraction

Business
* Providing customers with absolute privacy
* Plausible deniability

Contribute

* Adopt a plugin
* Test and report/fix bugs
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Links & Resources =

*  Website - htips://www.syncany.orq/

* User Guide - https://www.syncany.org/r/quide

 (Code & Issues - https://github.com/syncany/syncany

* Wiki - https://github.com/syncany/syncany/wikKi

* |IRC - #syncany on Freenode - https://webchat.freenode.net/?channels=syncany
(active, 20-30 people hang around here; 5-6 actually talk, my nick is “aureianimus”)

* Videos on YouTube - https://www.youtube.com/channel/UCzegH3dpTK5HHQx6jJ5yhdQ

* Videos on Asciinema - https://asciinema.org/~binwiederhier

* Talk to me! Questions?
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Backup
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Cryptography Concept e |

> Encryption file format and used algorithms

Master key generation from password Key derivation from master key File encryption & authentication Header authentication
'
1. User Password ;
imln. 10 chars) 12. Plaintext . HKDF 5. Header HMAC
{multichunk or with SHA256 . salt
l metadata) (12 bytes)
2. PBKDF2 with 11. Random IV 7. Head
el L| 4 Master key J | 9-HKoF 5| 10-AES-128 Key o| 13.AES28 | ] Hm;‘r
(1MM rounds) (64 bytes) with SHA256 (16 bytes) in GCM mode (12 bytes) (16 bytes)
I I
A . ? ¥ . ¥
I i
' 8. Rand. salt for 14. Authenticated : .| 15.HmMAC.
3. Rand. master : AES key deriv. Ciphertext . SHA256
key salt | (12 bytas) i
(64 bytes) [ - ' i ¢
T ! i L : I
| ! | : 16. Header
_ \ . . ’ HMAC-SHA256
Stored in repo (master file) Stored locally in ' F=Sm TS ss===- {20 bytes)
and locally in .syncany syncany " ! '
_______________ - i Mmoo |,
I ! 1
1 ' i
|
Resulting Example File .
l ' 1
I i
l ' I
Y v Y
Header Cipher Header Authenticated
Magie V.I":i““ HMAC salt count HMAC-SHA256 ciphertext
(4bytes) | | (1byte) {12 bytes) {1 byte) (32 bytes) {n bytes)
"Sy" 1 753aB9790a8 1 1f7739b2e72d5 28d4eal07273c05caalb4ealv4cd
0205 c27e6f58de8a 793a539a97b... T14f3356091300daa8Thades. ..
1 ] 1 |
I |
Authenticated cipherimode definitions with corresponding IVs and salts Plaintext encrypted and authenticated
{input for file header HMAC-SHAZ256) with AES, 128-bit in GCM mode
Syncany Team-— team@syncany.org Project: www.syncany.org 17
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Use Cases

Use Case 1: Friends sharing files

Pim's Laptop
; Shared |deas
Philipp's PC E Pim's
= i Samba Share
i Shared |deas
ol Shared Pictures
- : y Philipp’s
' SFTP Server
Steffen's PC ;
i Pictures
— |
' Use Case 2: Sharing in a company
Amnin's Laptop
Wl Project X .' Syncany Daemon : $3 Bucket
L Project Y P @ ; .| project-xs3
Ll-h: RERT AP ; amsssmeam
i I —>| Project Y I !
Fabrice's Laptop i AL > Poeaz |-
| T -| i
Project Z E E
Syncany Team— team@syncany.org Project: www.syncany.org
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Syncany Desktop User Interface ;
> Wizard Style Setup

Which folders would you like to sync?
Syncany can synchronize any folder on your computer. Please choose
the folders by clicking ‘Add Sync Folder',

Create or connect?
Use this wizard to create a new remote storage or connect to an
existing one. Follow the instructions and click 'Next'.

|E‘ctive ||Remate Fol... |[Luca| Folder

& office /home/pheckel/Office

® |Setup a new remote storage|

Choose this option if you want to initialize a new remote storage. ¥ | [

Pictures Jhomefpheckel/Pictures

‘You can use any type of storage, e.g. FTP, Amazon 53 or IMAP,

() Connect to an existing remote storage
Choose this option if you want to sync your files with an

existing remote storage.

Edit Sync Folder

Cancel

Youl(li: Cross-Platform Desktop Demo
https://www.youtube.com/watch?v=eHoA5 8gRBc

Project: www.syncany.org 19
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Syncany Desktop User Interface
> History browser: Browse and restore old file versions

History
l [ | | syncany Team - | 4 hours ago ()

}» &5 Literature
b 2 Mocks
v .0 0Other documents

© Syncany Pitch.pdf 4 months ago
» L2 Random Media
w &2 Random Scripts

" backup.sh 9 months ago
" capscr.sh 2 weeks ago
* checksSite.sh 2 years ago

- dbus-address.sh 8 months ago
° numberRename

© one-screen.sh

© optimine History
.E.-Pacman—'ﬁot"rﬁt_i!'r.sﬁ @] l Syncany Team = J A riniit=s a0 : {}
' run-once.sh Mon Jan 05 15:08:59 CET 2015 4 days 200
~ sigmarho.sh
* startmatlab * Triggerfiles/ & & @ % v Gurkedy @ % sk txt
" tpmiddle

I two-screens.sh Sat Jan 03 00:29:09 CET 2015 7 days 200

b 0 Screenshots

Screenshots/Wizard/syncany-connect4-enter-password.png
Screenshots/Wizard/syncany-init2-local-folder.png
Screenshots/Wizard/syncany-init3-select-storage.png
Screenshots/Wizard/syncany-init4-settings-dropbox-oauth.png
Screenshots/Wizard/syncany-initd-settings-ftp.png
Screenshots/Wizard/syncany-init4-settings-webdav.png
Screenshots/Wizard/syncany-init6-choose-password.png
Screenshots/Wizard/syncany-init7-finishedpjnk.png
Screenshots/Wizard/syncany-trayl-plain-icth.png
Screenshots/Wizard/syncany-tray2-menu-uploading.png

More ...

} 2 Syncany Diagrams
» &5 Triggerfiles
- .05 Store

ee

©6000660

Sat Jan 03 00:29:05 CET 2015 7 days ago

@ Screenshots/Wizard

Thu Jan 01 23:45:01 CET 2015 1 weekaoo

Screenshots/20141229013529_ONE_001 (filename conflict).png
Screenshots/20141229013953_Syncany _001 (filename conflict).png

-
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Syncany Desktop User Interface =

> File Manager Integration (2011-version PoC, looking for devs)

Q 150% @

Location: |/home/pheckel/Pictures

5 sz mm

balloonguy.jpg bintan.jpg bromo.jpg california.jpg
522.9 KB 481.8 KB 2305 KB 546.4 KB

flowers.jpg java.jpg ladybug.jpg palmtree.jpg

418.7 KB 482.7 KB 257.2 KB 461.5 KB

8 items, Free space: 54.4 GB

Youl(li: Cross-Platform Desktop Demo
https://www.youtube.com/watch?v=eHoA5 8gRBc
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Using Syncany

»
> Example: Syncing a local folder to a new WebDAV-based
repository
Syncany x Syncany x Syncany
Select a local folder Select storage backend WebDAV settings
To initialize a new Syncany repositery and connect a local folder, Please choose where to store your files online. Syncany can use any URL
please select the local folder below and click 'Next >' to continue. of the following storage backends:
‘ https://dav.syncany.org/test/repol
Folder: &y Flick Username
1 fhome/pheckel/Syncany Select ... | Maid ‘ repol
j Local Password (not displayed)
‘ 0000800000000
L Previous i Next > | Cancel == Previous | Next > Cancel | = Previous J Next > Cancel
1. Choose the folder you want to sync 2. Choose a storage backend 3. Enter storage backend credentials

syncany

Choose a password

Syncany will encrypt your data with a password. Please choose it
wisely. Min. 10 characters, 12 or more are better.

Password:

Confirm:

< Previous Cancel

[ Breious. | Next > |

Syncany

New repo created, local folder connected!

You can now drop files into this folder and Syncany will sync those
files to the repo. The tray icon will indicate the sync status.

| Copy syncany://-link | Open local folder |

You can share the repository credentials via the syncany://-link. Use
the 'Copy syncany://-link' button to copy it to the clipboard.

The link contains the encrypted repository credentials (e.g. FTP user/
pass), so make sure you trust the people you're giving the link to.

< Previous Next > Finish

4. Choose password (used for encrypt.)

5. Done. Share a syncany.//-link if you want.
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Syncany Web Interface
> Web-based File Manager (proof-of-concept; looking for devs)

ﬁ Syncany

4 ,_J aaa
u_] logs
4 u_] plugins
L] o
4 l_“_] userdata
3 u_] sfip

\(i]' Tube

Name
‘_J logs
‘_J plugins

_| Canada.ipg

| daemon.ctrl

__| daemon.pid

__ daemon.xml

|| daemon.xmil__

_ | Germanyjpg

|| keystore jks

__| The Netherlands.jpg
|| truststore jks

userconfig.xml

All files in sync v" su. A

A

Version

1
1

Web Interface Demo
https://www.youtube.com/watch?v=2NPVffywZVs

Size

4.0 kB
4.0 kB
633 kB
0B
5B

17 kB
1.4 kB
633 kB
2.1kB
296 kB
36 kB

414 B

09 pm

Last Modified

2014-08-24 21:08:01.0 CEST
2014-08-22 16:03:29.0 CEST
2014-08-24 02:05:48.0 CEST
2014-08-24 21:08:03.0 CEST
2014-08-24 21:08:02.0 CEST
2014-08-24 21:07:54.0 CEST
2014-08-12 23:12:44 0 CEST
2014-08-24 01:30:21.0 CEST
2014-08-12 23:47:27 .0 CEST
2014-08-24 01:18:10.0 CEST
2014-08-12 23:47:27 .0 CEST

2014-08-18 20:55:53.0 CEST

aaa

Posix Perms
TWXT-XT-X
TWXT-XT-X
nW-r—r—
nW-r—r—
nW-r—r—
nW-r—r—
nW-r—r—
nW-r—r—
nW-r—r—
nW-r—r—
nW-r—r—

W-r—r—

Menu

DOS Atirs
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